International Journal of Digital Content Technology and its Application
Vol. 2 No 3, December 2008

An agent based TCP/IP for Wireless Networks

B. Sasikumar’, and V. Vasudevan®
! Professor, Department of CSE, RMD Engineering College, Kavaraipettai
2 Professor, Department of I T, A.K. College of Engineering
thilsasi @yahoo.com

Abstract

Recently, wireless devices are being used in
ubiquitous ways and wireless networks are becoming
increasingly important in the global communication
architecture. Most of the wireless networks have fixed
infrastructure and the need for mobile wireless
networks are growing rapidly, which requires higher
data rates. Due to high data rate in wireless networks
the TCP performance has a broad and significant
impact on data applications, and is essential towards a
future massive deployment of service-providing agents
and their widespread social acceptance. The uses of
extensive local retransmission mechanism in wireless
networks are adequate. In order to improve the
performance of TCP/IP, a JADE (Java Agent
Development Environment) agent is used to implement
along with the Transmission Control Protocol (TCP).
The personal agent communicates wirelessy, in order
to find the most appropriate option to serve the user.
Performance has been analyzed for the TCP/IP with
and without JADE agent platform as technology choice
and investigated its efficiency in a number of cases.
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1. Introduction

A wireless network consists of mobile or stationary
nodes which can communicate with each other over the
wireless links without the aid of any established
infrastructure or centralized administration. Each node
has the capability to communicate with another node in
its vicinity, which forwards the data packets to the
designated node. These types of networks are useful in
any Situation where temporary network connection is
needed, in case of disaster relief or in battlefield.
Examples of these networks are in ad-hoc wireless
networks, local area networks, packet radio
communication, sensor networks etc.

In this era, citizens keep demanding fast, reliable,
cheap, friendly and flexible ways of accessing any kind
of information. They want to get the information from
anywhere, anytime, using the latest technologies
developed in the Information and Communication
Technologies field, such as mobile phones, portable
PCs or PDAs (Personal Digita Assistants) with the
wireless technology. The current trend seems to go in
the direction of joining these tools into single pieces of
hardware with multiple capabilities.

Recently intelligent software agents [28] have a
collection of properties that make them very adequate
to provide services to citizens [1]. Some of the features
arefollowing:

e Autonomy: they can perform their tasks without
adirect and continuous guidance from the user.

e Learning: they can apply machine learning
techniques to construct automatically a user
profile and adapt their actions to the user's
preferences.

e Proactiveness: a personal agent can anticipate
the needs of the user and perform tasks that may
be beneficial for him, without an explicit request
from the user.

e Social ability: apersonal agent can get in touch
with other agents that provide information about
any domain in which the user may be
intererested request the information that the user
needs and present it in a friendly and
personalized way.

Ad-hoc wireless networks are multihop wireless
networks which consist of finite number of radio
equipped nodes that are autonomous. In this each node
has a transmission radius and is capable to transmit
message to al its neighbors that are within the
transmission range [19]. In multihop wireless networks
the nodes are mounted on vehicles or carried by human
beings. These networks concentrated on improving the
Medium Access Control (MAC) layer protocols and
routing protocols[24].
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In broadcasting the source node sends the message
to al the neighbor nodes which is called flooding,
where each node retransmits a packets after receiving it,
thus generates many redundant retransmission [5].
Some of the challenges that have to be taken care in a
ad-hoc network are given [29].

In this paper we concentrated our attention to the
transport layer routing which uses the Transmission
Control Protocol (TCP). While running TCP over such
networks, the throughput of the connection is viewed to
be poor because this protocol takes the lost or delayed
acknowledgements as congestion [13].

The reason for poor performance in Transmission
Control Protocol has been examined in [25] and that
need more effective mitigation strategies. We proposed
anew agent to improve the performance of the TCP.

The rest of the paper is organized as follows.
Section 2 describes the related work. Section 3 presents
the performance of TCP/IP. Implementation of JADE
agent is given in section 4. Section 5 dealt with the
message exchange performances. Finally conclusion is
given in section 6.

2. Related Work

TCP/IP networks with wireless networks can be
described in three different ways namely gateway-
based approach, middleware-based approach and
TCP/IP for wireless networks approach. The sensor
networks have its own communication protocols,
which is simple to use the gateway with a TCP/IP
network. There is no universal architecture suitable for
al types of different wireless sensor networks [9].
When the users want to visit other types of sensor
networks, they till need to redesign a new gateway.
Another approach is using middleware to connect
wireless sensor networks to IP based wire/wireless
networks [26]. It is difficult to convert most kinds of
protocols between sensor networks and TCP/IP
networks using the VIP Bridge. In the future, a sensor
node usually has more resources and more powerful
computing capability, which will bring many novel
changes to sensor networks. The drawbacks are not
being able to support the mobility and flexible naming
of sensor nodes [8], [30]. A TCP/IP Core for
reconfigurable logic presented in [7] is able to process
TCP/IP stack packets fully in dedicated hardware;
other works [4], [20] also follow the same idea.

3. TCP/IP
The need on applications enabled by the Internet,

such as electronic mail and web access, increases the
popularity in business applications. The Transmission
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Control Protocol/Internet Protocol (TCP/IP) protocol
suite is the engine for the Internet and networks
worldwide. Its simplicity and power has led to its
becoming the single network protocol of choice in the
world today. TCP/IP was designed to connect multiple
networks together in a seamless way.

Transmission Control Protocol is a reliable
connection-oriented transport layer protocol that allows
a byte stream originating on one node to be delivered
without error on any other node in the network. It has
emerged as a standard in data communication and this
transport protocol uses a window based flow and error
control algorithm on top of the Internet Protocol.

TCP reacts to any packet losses by dropping its
congestion window size before retransmitting lost
packets, initiating congestion control or avoidance
mechanisms and backing off its retransmission timer
[13]. Networks with wireless and other lossy links
suffer from significant non-congestion losses due to
handoffs and bit errors. This degrades the end-to-end
performance by invoking congestion control and
congestion avoidance algorithms.

The transmitting node identifies the packet loss
either by the arrival of duplicate acknowledgement or
by the absence of the acknowledgement for the packet
within a timeout interval. When packets are lost in
networks, due to congestion, results in an unnecessary
reduction of end-to-end throughput and its related
performance [27].

Most of the data applications use the TCP/IP,
optimizing TCP performance over the network would
have a broad and significant impact on the user
perceived data application performance [21]. Increased
delay variations which results in delay can cause
timeouts in TCP, where the source incorrectly assumes
that a packet is lost while the packet is only delayed,
which forces TCP to slow start that reduce the TCP
performance [22].

In wireless network the node connectivity tends to
change over time. This rate may depend upon the
factors like the number of nodes, velocity of mobile
nodes, transmission range and obstacles in the
environment. Due to the change in node connectivity
two effects may occur [16]. Nodes may need to redirect
its route through B for an ongoing TCP connection
because node A has moved out of range of node C,
whichisshown in figure 1.
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Figure 1. Route change due to mobility of node

Figure 2 shows that at different timings node A has
an open TCP connection to node C. But the network
gets portioned causing nodes A and node C to be in
different portions. The change in node connectivity has
tremendous consequences for TCP's throughput that
will drop at very low levels. The impacts of these are
described below [16], [18].

Bit Error Rate

These cause packets to get corrupted which results
in lost TCP data segments or acknowledgements. For
wireless networks the Bit Error Rate typically ranges
from 12% to 10°[3].
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Figure 2. Partitions formed due to mobility of node

Route Recomputation

When an old route is no longer available, the
network layer at the sender attemptsto find a new route
to the destination.

Network Partitions

If the sender and receiver of a TCP connection lie
in different partitions, al the sender’s packets get
dropped by the network resulting in the sender
invoking congestion control.

Multipath Routing

This minimizes the frequency of route
recomputation, and results in significant number of
out-of-sequence packets arriving at the receiver.

Latency

For high rate links leads to large bandwidth delay
product which may disrupt the dynamic response to
variationsin link quality.

Window Trandation Rate
In a TCP session through a bottleneck link, the
congestion window is given by

W=R.A+B @)

where,

R - fair share of the bottleneck rate
A - round trip propagation delay for the session
B - target buffer backlog for the session

If the fair rate for the session istime varying Ry, A
an estimate at the transmitter of A at time t and Ry ») iS
the available rate as known to the transmitter at time t,
then the naive rate adapted window is

Wi =Rea - Ay +B %)

In this paper we attach a new agent named JADE to
the TCP which improves the performance of TCP/IP.
This agent reduces the problems at the congestion
window and when the agent executes tasks, they
organize themselves and may be smoothly running to
avoid processing bottlenecks and form teams to deal
with dynamic changes in information, tasks, number of
agents and their capabilities.

4. JADE Agent

The key point towards a widespread acceptance of
personal agents by citizens is its deployment in the
wireless devices. If personal agents have to be able to
communicate with other service providing agents, they
must follow a set of standard norms concerning the
agent communication language to be used, the
communication protocols to be followed, etc.
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Figure 3. JADE main architectural elements

Java Agent Development Framework (JADE) [15],
[10], is a software development framework aimed at
developing multi-agent systems and applications
conforming to Foundation for Physical Intelligent
Agents (FIPA) [12], standards for intelligent agents
that compliant multi-agent systems in wireless devices
and is essential for the social acceptance of technology.
It includes two main products. a FIPA compliant agent
platform and a package to develop Java agents. JADE
has been fully coded in Java and an agent programmer,
in order to exploit the framework, should code the
agents in Java. Figure 3 shows the main architectural
elements of a JADE platform [23].
Each JADE system has a connection endpoint. A
system can handle messages through any other
connection. Connection binding provides an override
of the default behavior so that the single user can
handle all activity for a specific connection. The
TCP/IP listen connection is automatically created and
opened when the first user of the transport group
invokes the begin listening method.
A user joins a transport group by creating a jade
multiuser tcp transport instance, and when the last user
leaves the group al connections are closed and the
transport group is deleted. For multicast transport
group it uses a separate instance of jade multicast user
tcp transport instance for each group that joins. The
client connection is idle, queued or assigned. To
establish a new transport group or join an existing
transport group, following code should be executed.
begin
create self.myMWTT transient;
selfF_.myMWTT.listenPortnumber :=332
21;
self_.myMWTT.beginListening();
selTf_.myMWTT.notifyEventsAsync(self
,JadeMultiWorkerTcpTrans
port_Notify_ Continuous);

end;

A connection is idle when it has no queued events
such as data ready for reading. A connection is queued
when it has one or more events ready for a worker to
process. A connection is assigned when the user
handles an event for the connection. Various
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exceptions can be raised when transport or connection
properties are updated or methods are called.

All unhandled exceptions that cut back through a
connection event method cause the connection to be
closed. A TCP/IP connection treats the data being sent
or received as a continuous stream of bytes. The
application sending or receiving the data is responsible
for deciding where one message stops and the next one
begins.

5. Message exchange performance

In agent based system functionality is divided into
agents [17], and these agents coordinate their actions
and communicate by exchanging messages. If large
amount of agents are used, large number of messages
are to be expected. Here the message load efficiency of
JADE agent isfind out.

The general scheme of interaction between three
spammer agents and three user agents is shown in the
figure 4. This is designated to flood the system with
Agent Communication Language messages [2]. In this
spammer agents send to user agents a large number of
messages.

All spammer agents start sending messages to all
user agents. In the JADE platform all posted messages
are put in a receiver message queue [14] and then it is
processed by the receiver. During the execution each
spammer agent broadcasts a certain number of
messages and the total time of this broadcast is
measured. A total of 50000 messages were sent by
each spamming agent to each user agent.

Also we used the discrete simulator using wireless
environment consisting of 50 wireless nodes roaming
over a simulation area of 1500 meters x 1500 meters
for 600 seconds of simulated time that propagates over
a range of 250m and channel capacity was 2Mbl/s at
different pause times.

Each simulation scenario uses a total of 16 TCP
connections, each are established for one of the
configurations source sink pairs. Every source
generates an infinite stream of data bytes. The
parameters used in the simulation include the TCP
packet size, the TCP window size and the switch buffer
size.

Figure 5 shows the analysis of message sending and
receiving times. This graph is plotted for the number of
agent pars aong the x-axis and the time in
milliseconds along the y-axis. From the analysis it is
clear that the Spamming time is uniform even though
the number of agent pairs is increased and in the case
to recelving time it is linearly increasing for the
increase in the number of agent pairs.
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Figure 6 shows the performance analysis of
throughput with respect to speed for the TCP/IP, with
and without JADE agent. Analysis shows that the
performance of TCP/IP is dlightly good on mobility
with JADE agent. In both the cases, as the mobility
increase there is a decline in the throughput.
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Figure 6. Analysis of Throughput
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Figure 7. Analysis of Latency

Figure 7 shows the performance analysis of latency
for the TCP/IP with and without JADE agent. Latency
or response time is the time between the transmission
of data packets from the source node and the time of its
reception by a receiver node. From the analysis it is
clear that initially the delay will be more and it get
reduced gradually for both the case. Moreover the
delay of TCP with JADE agent will be less than the
delay of TCP without JADE agent.

6. Conclusion

The need for maintaining reliable and scalable
platforms over network applications like web sites
increases the proposed JADE agent based TCP which
improved the performance in the wireless networks. By
deploying JADE the crucial need for agents that make
the administration and deployment in wireless
networks becomes much easier. It also provides
efficient reactive management systems. JADE is an
excellent agent to depute development facility that
provides full administration process with monitoring
and reconfiguration. The analysisindicate that JADE is
quite an efficient environment limited mostly by the
standard limitations of Java programming language,
which is interpreted and executed in a virtual machine,
with processor speed, memory and network connection.
An increase in the number or agents results typicaly in
alinear increase of processing time.
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