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Abstract

A Mobile Ad Hoc Network (MANET) is an infrastructureless network of wireless mobile nodes that
cooperate among each other to maintain connectivity of the network. In comparison to wired networks,
securing a MANET is more difficult and challenging. One of the effective ways of providing security in
MANET:s is by using Public Key Cryptography and Certificates. Certificates are issued by a trusted entity
known as Certification Authority (CA). In order to provide certification service in MANETS, researchers have
proposed the design of a distributed CA based on threshold cryptography. With a distributed CA, nodes obtain
certification service from a coalition of threshold number of nodes in the network. In the design of distributed
CA that we follow, nodes identify a coalition within their one-hop neighbors. With a distributed CA, when the
number of nodes in the network reduces, number of neighbors for nodes also reduces resulting in substantial
increase in the certification service delays. In this paper we propose the design of a distributed CA which
follows dynamic approach to solve the above problem using a suite of network monitoring protocols. The
proposed design is based on the observation that when the number of nodes in the network reduces, the delays
involved in obtaining certificates can be reduced by dynamically varying the threshold value.

1. Introduction

In recent years, there has been an increase in interest for research in ad hoc networks because of the large requirement
of infrastructureless networking in various application domains. Due to the absence of infrastructure in MANETS,
routing is performed by the participating nodes using in the network. Few of the applications of MANETs include
military networks, disaster area networks, collaborative and distributed computing, wireless sensor network, wireless
mesh networks and hybrid wireless networks [1]. Importance of MANET has also been identified by Internet
Engineering Task Force (IETF) which has formed a working group “manet” to promote research in this area of networks
[2]. In comparison to wired networks, securing a MANET is more difficult because of the absence of infrastructure, use
of shared broadcast channel, limited battery and computing power, node mobility and dynamic joining and leaving of
nodes [1, 3, 4]. Moreover, the security requirements of MANETs, like other networks, include authentication,
confidentiality, integrity, availability and non repudiation [1]. These requirements can be satisfied by using public key
cryptography and certificates [5, 6]. Certificates are issued by a Certification Authority (CA) which is a trusted by all the
members of the network.

In infrastructure based networks, centralized design of CA is preferred. Centralized CA, however, cannot be used in
MANETS, as it would require fixed infrastructure support and the scalability and availability of the network will also be
reduced. Due to the constrained network environment of MANETS, researchers have proposed solutions for distributing
the functionality of CA amongst the nodes in the network [3, 4, 7, 8]. These solutions use threshold cryptography [9, 10]
to distribute the ability to provide cryptographic services amongst the nodes in the network. threshold cryptography is
based on secret sharing schemes [11]. With a distributed CA, certification service is now provided by a coalition of
threshold number of nodes. The threshold value is a critical parameter and is decided based on the security requirement
and number of nodes in the network. In the design of distributed CA that we follow, the functionality of a CA is
distributed amongst all the nodes in the network and nodes obtain certification service by communicating with their one-
hop neighbors [4, 7]. These schemes rely on the assumption that the number of neighbors for each node, also known as
node degree, remains higher than the threshold value throughout the network lifetime. In actual scenarios, the number of
nodes in the MANET varies with time and the above assumption does not hold true throughout the network lifetime. We
also observe that with this approach, when the number of nodes in the network reduces, there is a significant increase in
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the certification service delay. Further it degrades the overall performance of distributed CA as: (1) Nodes require more
time for renewing the certificate. (2) Number of requests issued by a node increases, resulting in an increase in the
network traffic. (3) Few nodes may be unable to renew their certificates within the validity period and thereby will be
ceased from further communication in the network.

In this paper we propose the design of a distributed CA which follows dynamic approach and addresses the above
problem using a suite of network monitoring protocols. The proposed protocol suite extends the design of a distributed
CA by providing dynamic behavior. The protocol suite enables a distributed CA to dynamically adjust the threshold
value, when required, and thereby results in reduction of certification service delays. We provide simulation results to
support the effectiveness of the proposed scheme. The rest of the paper is organized as follows. Section 2 briefly
describes functionality of a distributed CA along with an overview of the existing work. Section 3 presents system
design for the proposed scheme. Section 4 covers the architecture of the proposed distributed CA with dynamic approach,
and describes the working of each sub protocol of the proposed protocol suite. Section 5 covers threshold cryptographic
details in reference to the proposed protocols. Functionality of each protocol is described using mathematical equations.
Section 6 covers the simulation details along with the performance evaluation of the proposed scheme. Section 7 is the
conclusion of the paper.

2. Background

Public key cryptography and certificates can be used for providing security in wired as well as wireless networks.
Kerberos [12] and standard X.509 [13] are popular network authentication architectures for wired networks that are
based on certificates. Many solutions for securing MANETSs have also been proposed that use public key cryptography
and certificates [3, 4, 5, 7, 8]. A certificate for a node includes the identity of a node, public key of the node, validity
period and other details of the node and is signed using the private key of the CA. Nodes contact the CA to obtain a new
certificate, renew a certificate or to obtain the public key of other nodes in the network. Certificates can be verified by
any other nodes in the network using the public key of the CA. A typical example of a certificate for a node (vi) will be:

CA > vi: certy; = [ v;, Kyis, ), 12 ] Kca. (1) where K., is the private key of CA, Kyvi+is the public key of node v, t,is
the time of issuing the certificate and t,is the validity period of the certificate. Once a node obtains a certificate, it can
use it for a fixed period of time, equal to the validity period of the certificate. The validity period depends on the security
requirement of the system. Each node must periodically renew its certificate or obtain a new certificate before an
existing certificate expires. A node must send the certificate renewal request to the CA, at proper time so as to renew the
certificate before an existing certificate expires. In MANETs, distributed approach for CA is preferred in comparison to
the centralized approach. Distributed CA is based on the concept of threshold cryptography which distributes the ability
to provide cryptographic service among the nodes by distributing a share value corresponding to the cryptographic key
[9]. Distributed CA distributes the signing functionality of CA amongst nodes in the network. The share values
distributed among the nodes correspond to the private key of CA. Centralized approach of CA is also a special case of
distributed CA with threshold = 1.

One of the earliest attempts of using threshold cryptography in MANETSs was carried out by Zhou and Haas [3]. Zhou
and Haas in [3] distribute the functionality of the CA among a subset of nodes in the network. Kong, et al. in [4]
distributes the functionality of CA among all the nodes in the network improving scalability and availability of the
service. Yi, et al. in [8] deals with heterogeneous networks and recommends distribution of the functionality of CA
among selected nodes that are computationally more powerful and secure. Royer et al. in [5], uses public key
cryptography and certificates at network layer and has proposed a secure routing protocol for MANETs. A threshold
cryptographic system can tolerate presence of maximum threshold - 1 number of corrupted players, provided, sufficient
number of uncorrupted players exists to continue the service. An adversary needs to compromise at least threshold
number of players in order to retrieve the private key of CA and breach the security of the system. To further improve
the security of the networks using distributed CA, proactive schemes [14] have been proposed. Proactive schemes allow
periodic refreshing of share values of the nodes. As the share values are refreshed, the time window available to an
adversary to compromise the security of the system is reduced. An adversary now needs to compromise threshold
number of nodes within one time period.

In most of the designs of distributed CA that uses threshold cryptography, the threshold value remains constant
throughout the network lifetime [3, 4, 7]. In practical scenarios, a change in the threshold value is required when: (1)
The security requirements of a network changes (2) Number of nodes in the network changes. In the first scenario, one
needs to define a policy to identify the security requirement of a network and cause a corresponding change in the
threshold value. In the second scenario, due to the change in the number of nodes, performance of the service may get
affected and thereby requires a change in the threshold value. In this paper, we study the second scenario and propose
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the design of distributed CA with dynamic approach, which uses a suite of network monitoring protocols to avoid the
above problem.

The problem of change in the threshold value has been studied earlier but not much work has been done in the context
of MANETs. Blakley et al. in [15] provides solutions for change in threshold value using Broadcast channels. Zhou and
Haas in [3] and Desmedt et al. in [16] discusses solutions for change in threshold value in the presence of secure
channels. Most of the existing work only describes the ways in which threshold value can be modified. Not much work
has been done to identify the situations during network operations, when a change in the threshold value should actually
happen. In the proposed design of CA, we follow the approach of Desmedt et al. [16] and carry out an appropriate
change in threshold, when required so as to prevent an increase in certificate renewal delay. The proposed scheme
monitors the Average Node Degree of the network to identify the situations for change in threshold value.

3. System Design

Our proposed design of distributed CA with dynamic approach, uses a suite of network protocols to monitor the
average node degree of the network. The protocol suite comprises of three protocols and a monitoring scheme viz.
(1) Certificate renewal protocol. (2) Neighbor discovery protocol. (3) Node degree monitoring scheme and (4) Protocol
for change in threshold value. As mentioned earlier, for basic functionality of CA, we follow the design of distributed
CA as proposed in [4, 7] wherein a node obtains the certification service from its one hop neighbors. We evaluate the
performance of the protocols by studying the effect of reducing the number of nodes in a MANET on the certificate
renewal delay. Our scheme relies on the following assumptions:

e One of the nodes in the network, the leader node, always remains up throughout the network life time and
calculates Average Node Degree of the network

e Presently we do not consider any adversary model for the network

e Changes in the number of nodes in a network are slow

e Proposed protocol suite adjusts the threshold value of the network. We assume that the security requirement of
the system can be satisfied with the new threshold.

e Nodes follow Random Direction Mobility Model [18, 19].

First assumption requires existence of a leader node which helps in initiating the change in threshold value. Leader
node itself possesses no additional secret information and system security will remain intact even if an adversary is able
to compromise the leader node. In the absence of the leader node, system continues to operate but with a degraded
performance. In practical scenarios the leader node may not remain alive throughout the network lifetime. In order to
handle this, leader node can be monitored and a substitute can be elected as a leader when an existing leader node goes
down. We used RSA [17] algorithm for public key cryptography but the proposed scheme is also valid for any public
key cryptography scheme. The absence of the infrastructure and limited battery power refrain use of complex
communication protocols in MANETs due to which we used connectionless, unreliable protocol at transport layer.
Wherever reliability was required, ATCP [20] like approach was used and reliability was provided at higher layers. For
routing, we used Ad Hoc On Demand Distance Vector Routing protocol (AODV) [21] a popular reactive routing
protocol for MANETSs. Presently we follow a simple approach for removing the nodes from the network and make the
nodes inactive in a linear pattern over a period of time.

4. Architecture

In this section, we describe the architecture of the proposed distributed CA with dynamic approach. Working of CA is
explained by covering the functionality of each sub protocols of the proposed protocol suite. With a distributed CA,
each node possesses a share of the private key of CA corresponding to the threshold value. These nodes are called
initialized nodes. During network setup phase, a minimum of threshold number of nodes are initialized by providing the
share of private key of CA. These nodes can further initialize other nodes of the network.

4.1 Certificate Renewal Protocol
In certification based security schemes, each node needs to renew its certificate before the existing certificate expires.

With a distributed CA, a node can renew its certificate by communicating with threshold number of initialized nodes in
its neighborhood. Initialized nodes are the nodes which posses share of private key of CA. Any coalition of threshold



Sanjay Raglani, Dunga Toskiwal, R. C. Jooki 13
Distributed Cortiffication Autlority for Mebile Ad Hoc Networks — A Dynanic Approsch

number of initialized nodes can provide certification service to other nodes in the network. A coalition of threshold
number of initialized nodes can retrieve the private key of CA using their share values and is thus able to provide
certification service to other nodes. However during the certificate renewal process, none of the nodes becomes aware of
the private key of CA as the key is not reconstructed at any of the participating nodes.

In order to renew a certificate, the requesting node first identifies a coalition of threshold number of initialized
nodes in its neighborhood. Requesting node then broadcasts certificate details along with the coalition information to the
members of the coalition. If the requesting node is an initialized node, it can also be a part of the coalition. Coalition
members on receiving the certificate details, calculates the partial certificates using their share values and reply to the
requesting node. Requesting node on obtaining partial certificates from all the coalition members combines them to
generate an actual certificate. Actual certificate is encrypted using CA’s private key. As mentioned earlier, the private key
of CA is not revealed to any participant of the network during the certificate renewal process.

If the degree of a node is small, relative to the threshold value, a node will be unable to identify a coalition of
threshold number of initialized nodes in its neighborhood. In such cases the requesting node will rebroadcast the
certificate renewal request after a timeout period. As the nodes are mobile, neighborhood of a node changes continuously.
After the timeout, a node might be able to identify a coalition of threshold number of initialized nodes with the new set
of neighbors and subsequently renew its certificate. A node may also timeout multiple times, before a successful
certificate renewal. It has been observed that the delay experienced in certificate renewal is much higher if Average
Node Degree of the network is less than the threshold value.

4.2 Neighbor Discovery Protocol

Each node runs the Neighbor Discovery Protocol using which it periodically calculates its one hop neighbors, also
known as degree of the node. In order to obtain the node degree, a node broadcasts HELLO packet with TTL (time to
live) field set to 1. Due to the wireless environment and mobility of nodes, node degree values calculated using
Neighbor Discovery protocol may not be accurate and the actual number of neighbors of a node may be higher than the
calculated value. However the node degree value calculated using the Neighbor Discovery protocol reflects the number
of replies a node can successfully receive from its neighbors and so it can be used as an estimate for the threshold value
of the network.

The period for Neighbor Discovery protocol, depends on the requirements of the system. Smaller periods would
result in accurate node degree value but it would also increase the control traffic packets in the network. On obtaining
the response from the neighbors, each node calculates the degree value and communicates it to the leader node. Leader
Node uses the node degree values of individual nodes to calculate the Average Node Degree of network.

4.3 Node Degree Monitoring

In the proposed scheme, one of the nodes in the network, Leader Node periodically calculates the Average Node Degree
of the network. It uses the node degree values obtained from other nodes in the network to calculate average node degree
of the network. Due to collisions and packet loss in the network, leader node may not receive node degree values from
all the nodes in the network. In such cases, leader node calculates the average degree over the number of values received.
As nodes follow Random Direction Mobility Model [18, 19], the variation in node degree value for each node is small
over the network lifetime. Due to this the Average Node Degree calculated over the response received can be used as the
Average Node Degree for the entire network. When the number of nodes in the network reduces, leader node uses the
Average Node Degree value of the network to decide the new threshold. When the Average Node Degree of the network
becomes less than the threshold value, certificate renewal requests, would timeout and nodes have to issue multiple
requests before a successful certificate renewal. In order to prevent this, leader node initiates a change in the threshold
value of the network when the Average Node Degree falls below the current threshold value. In our design, leader node
initiates a change in the threshold value after observing lower Average Node Degree for two consecutive time periods.
The new value of threshold is calculated as follows:

If (Avg. Node Degree < Teurr) for two consecutive periods
Thew= max (Tmin, T *Avg. Node Degree)

where 7 is the multiplicative factor (0 <t <1)
Teurr= Current threshold value
Tmin= Minimum value of threshold (equal to 2)
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Thew= New threshold value

Value of multiplicative factor depends on the security requirements of the system and must be less than or equal to one.
Use of multiplicative factor less than one prevents frequent changes in threshold value when the number of nodes in the
network reduces continuously. We selected a typical value of 0.9 for our experiments.

4.4 Change in Threshold

When the leader node observes a lower value of Average Node Degree of the network for two consecutive time periods,
it initiates a Change in the Threshold value of the network. Change in Threshold value occurs in two stages a) Localized
Change in Threshold b) Network Wide Change in Threshold. The second stage, network wide change is initiated only
after ensuring successful completion of the first stage.

4.4.1 Localized Change in Threshold

This is the first stage of change in threshold value. In this stage, leader node first initiates change in its neighborhood
and causes at least Tnew number of nodes to change their share values of private key of CA, to a new value corresponding
to the new threshold (Trew). To initiate this, leader node first forms a coalition of Teur number of initialized nodes which
agree to change the threshold value. Leader node can also be a part of the coalition. Nodes use secure communication
among the coalition members for change in threshold value. We refer to the participating nodes during Localized Change
in Threshold as special nodes. Assuming the leader node also participates in the coalition, it first identifies a coalition of
Teurr special nodes. On identifying a coalition, leader node transmits the new threshold value and coalition details to the
all the members of the coalition. Each special node then exchanges new partial shares of their existing share values,
corresponding to the new threshold (Tnew). Special nodes upon receiving the partial shares from all the other special
nodes, calculates the new share value of CA’s private key and notifies the leader. Leader node on receiving notification
from at least Trnew number of nodes notifies them to switch to the new share values. Special nodes acknowledges the
leader node on changing their share values and again the leader node requires at least Tnew number of acknowledgements
before it starts the next stage of Network Wide Change in Threshold. This two step process is required to ensure that
sufficient number of nodes successfully update their share values of private key of CA so that they can later initialize
other nodes in the network.

4.4.2 Network Wide Change in Threshold

During Network Wide Change in Threshold, leader node sends a broadcast message to all the nodes in the network to
update their share values of private key of CA. All the nodes update their share values by communicating with their
neighbors which have already updated their shares. The second stage is similar to the Distributed Self Initialization
Protocol as discussed in [7]. Thus the proposed protocol suite enables a distributed CA to update the threshold value by
monitoring the average node degree of the network and thereby prevents an increase in certificate renewal delay.

5. Threshold Cryptography

Threshold cryptography distributes the ability to provide cryptographic service among the members of a group [9]. A (t,
n) threshold cryptography scheme allows any ¢ out of n nodes to jointly perform a cryptographic operation whereas any
coalition of less than ¢ nodes is unable to perform the operation [9]. In this section, we explain the cryptography
operations with reference to the functionality of a distributed CA.

5.1 Network Initialization

Network Initialization is performed during the start of network. In this stage, nodes obtain the share value of the private
key of CA. Nodes which obtain the share are called initialized nodes. Network Initialization is performed with the help
of a special node termed as dealer node [4, 7]. During network initialization, dealer node first generates RSA keys [17]
for CA. Let the keys generated by the dealer node be:

Public key: (e, n)
Private key: (d, n)
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where e is RSA Public exponent
d is RSA Private exponent
n is the RSA modulus.

Dealer node then defines a k-7 degree polynomial for sharing the private key of CA as:
k-1
J(X)=2aXx
i=0
@)

where a,=d. and a,, a,, ..., a.,are distributed over a finite field.

The value k& represents the threshold value of the network. Dealer node then initializes at least k nodes by providing
them with partial shares of CA’s private key d. After initializing sufficient number of nodes in the network, dealer node
goes offline due to security reasons [4]. A node with identity v,obtains its share of private key of CA, P,, from dealer
node as:

P, = f(vi)mod n
3

A node can also obtain its share from a coalition of £ initialized nodes {v, v, ..., v} using Lagrange’s Interpolation
formula as:

P, = f(v,)mod n = (zk: l,(v;)P,;)mod n

j=1
4)
k (x=v;)

where lvi(x) = H_/=1~-/¢i (V -V )
i J

A coalition of £ initialized nodes {v, v,,..., v} can also recover CA’s private key as:
k
d=f(0)=(>,1,(0)P,)mod n
i=1
)

5.2 Threshold RSA Signatures

Any coalition of threshold number of initialized nodes can generate a valid signature of CA’s private key. When a
node needs to renew its certificate, it first identifies a coalition of initialized nodes in its neighborhood as discussed in
Section 4.1. Requesting node then broadcasts to the coalition members, the certificate (cerf) which is to be signed along
with the coalition information. Certificate of the requesting node cert should be signed using the private key CA (d) as:

CERT = cert modn
Q)

Coalition members on receiving the cert value, generate partial certificate by signing it with their additive shares.

Additive share SK, of a node v, is calculated as:

SK,, = P,l,(0)ymodn
(7
Node v, then calculates the partial certificate for the requesting node using the additive share value as:
CERT, = cert™” mod n
®)
Node vj then transmits the partial certificate to the requesting node. Requesting node on receiving all the partial
certificates combines them by multiplication to generate a candidate certificate CERT " as:
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3

k
4 —
CERT' = | CERT,
j=1
©)
CERT’ may differ from actual certificate CERT by an additional exponent which is k-bounded multiple of n. CERT can
be recovered from CERT’ by applying the “k-bounded coalition offsetting algorithm” proposed by Kong et al. [4].

5.3 Change in Threshold

As mentioned earlier, Change in Threshold occurs in two stages. The leader node first identifies a coalition of
threshold number of initialized nodes. Coalition members first carry out Localized Change in Threshold and then
participate in Network Wide Change in Threshold. Without loss of generality assume v, is the leader node and v, v, ..., v
are the nodes which along with v, form a coalition to change the threshold value of the network from an existing value of
k to k’. On forming a coalition, leader node first communicates the new threshold value along with the coalition
information to all the members of the coalition. Each coalition member v.then defines a secret sharing scheme [11] in
which its share of CA’s private key (P,) is shared using a (n, k) threshold scheme. Each node v, first defines a k-7
degree polynomial as:

k-1

fw(X) = Zan‘]
=0

(10)

where a,= P,and a, a,, ..., a.,are distributed over a finite field.

After forming such polynomial, each node v, securely exchanges the share value corresponding to the secret
P, with other members of the coalition. A coalition member node v, receives its share from node v, as:

P, = fo (vj)modn
(11)

When the node v, receives shares from all other coalition members, it updates its share of CA’s private key to a new
value corresponding to the new threshold k" as:

k
b= (z [,(0)P, ,;)modn
i=1
(12)
k \%
where 1,(0)=]] *—modn

r=1,r#i Vr _ vi
A minimum of k" number of nodes in the coalition must be able to update their share value from P,to P,” before
proceeding to the Network Wide Change in Threshold. Once the required number of nodes successfully updates their
share value of private key of CA corresponding to the new threshold, the leader node issues a notification to the entire
network for Network Wide Change in Threshold. A node v,can then obtain its share of private key of CA corresponding
to the new threshold (k°) by forming a coalition of threshold (k') number of newly initialized nodes as discussed in

Section 5.1.

6. Simulation and Results

We evaluated the performance of the proposed design of CA by simulating the protocols in NS2 [22], a discrete event
network simulator in Linux environment. The cryptographic routines were written in C++ using OpenSSL [23], an open
source cryptographic library. The results were obtained using a Pentium 4, 2.4 GHz System with 256 MB RAM. In order
to evaluate the efficiency of the proposed protocols, we used the following performance metrics:

e Average Certificate Renewal Delay — Measures the average latency for each node to carry out a successful
certificate renewal.

e Average Number of Attempts - Average value of the number of attempts a node requires before a successful
certificate renewal.



Sanjasy Raghars, Durgs Toshwimal, R. C. Joski
Distributed Cortiffication Autlority for Mebile Ad Hoc Networks — A Dynanic Approsch

17

Time Delay for Change in Threshold - Total time required for the network to update its threshold value to a new
threshold value after the leader node initiates a change in threshold.

Important parameters used for the simulation of the proposed protocols in NS2 are shown in Table 1.

Tablel. Simulation Parameters

Parameter

Value

Number of Nodes

100

Total Simulation Time

500sec , 800 sec

Area of Network

1000mts * 1000 mts

Routing Protocol AODV
Threshold Value 10

% of Inactive nodes 20, 30, 40, 50
Velocity of nodes 10 m/s

Mobility Model Random Direction
Key Size 512 bits — 2048 bits
Table 2. Threshold RSA Delay Values
Key Size Encryption Decryption Partial Cert | Comb. Partial
(msec) (msec) (msec) Comp. (msec) | Cert. (msec)

512 0.054 1.681 5.619 0.402
768 0.076 4.256 9.589 0.600
1024 0.113 13.524 19.762 0.640
1280 0.135 29.668 22.147 1.191
1536 0.179 49.992 34.441 1.838
1792 0.213 80.316 50.788 1.823
2048 0.305 83.303 77.256 2.273

6.1 Threshold RSA

The results of Threshold RSA are shown in Table 2 varying the key size. We used these delay values in NS2 for
simulation of the proposed protocols. These delay values may differ from the optimum benchmark, but the overall
pattern of the results would remain same even if the optimum values were used. In Table 2, Encryption and Decryption
refers to the standard RSA Encryption and Decryption delays. Partial Cert Comp. value is the delay experienced by a
coalition member (initialized node) in calculating the partial certificate for a requesting node. Comb. Partial Cert. is the
delay experienced by the requesting node in combining threshold number of partial certificates. From Table 2 we
observe that the computational delay for RSA increases with an increase in the key size. However these delay values are
small in comparison to the communication delay experienced by the nodes.

5] —+— Average cest renewal debry
4 1 -4{ — A'.g ® DI\.‘:\“‘EWB for cert renewal ’»

: - : : - : T T T
512 768 1024 1280 1536 17 2048 i sn 768 104 1280 1538 1 048 3
Key Siz (i) Key §iz¢ (bk5)

Figure 1. Avg. Cert. renewal delay v/s Key Size  Figure 2. Avg. # of attempts v/s Key Size
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6.2 Effect of Key Size on Certificate Renewal

Figure 1. and Figure 2. show the effect of varying the key size on the certificate renewal service. From the figure we
observe that when the key size increases, the average number of attempts and Average Certificate Renewal Delay
remains almost constant. The reason for such behavior is that the communication delays in a wireless network are much
higher in comparison to the cryptographic delays. Therefore the average certification delay value is dominated by the
communication delay of the network. Also as the computations for partial certificate are carried out in parallel, delay for
combining the partial certificates is negligible. Therefore an increase in key size doesn’t result in an increase in
certificate renewal delay or number of attempts.

6.3 Neighbor Discovery Protocol

Figure 3 shows the results obtained using the Neighbor Discovery Protocol. Timely variations in Average Node
Degree value as calculated by the leader node are shown in the figure. Results were obtained by varying the number of
nodes in the network. For all the cases, nodes were made inactive following a linear pattern, between time 250s and 300s.
We observe that when the number of inactive nodes is zero, the Average Node Degree of the network remains almost
constant. This is because nodes follow Random Direction Mobility Model [18, 19]. In all the other cases, when the
number of nodes in the network reduces, node degree value of each node reduces resulting in reduction of the Average
Node Degree value of the network.
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6.4 Effect of Variation in Number of Nodes on Certificate Renewal

Figure 4 and Figure 5 show the effect of reducing number of nodes in the network on the certificate renewal service.
Initial threshold value was taken as 10 and RSA Key length was taken as 1024 bits. Average Certificate Renewal Delay
and Average Number of Attempts required for certificate renewal has been shown by inactivating 20%, 30%, 40% and
50% of nodes in the network.



Sanjay Raglani, Dunga Toskiwal, R. C. Jooki 19
Distributed Cortiffication Autlority for Mebile Ad Hoc Networks — A Dynanic Approsch

From Figure 4 and Figure 5, we observe that when the number of inactive nodes increases, there is a substantial

increase in the Average Certificate Renewal Delay. Due to an increase in certificate renewal delay, nodes may be unable
to renew the certificate within the validity period. Also it becomes difficult for a node to decide the time of sending
certificate renewal request. Average number of attempts in renewing a certificate also increases substantially, when the
number of inactive nodes increases. We also observe that when the Average Node Degree of a network is less than or
equal to threshold, most of the nodes are able to renew the certificate in their first attempt. Few nodes still experienced
large delays and attempt (timeout) several times before a successful renewal thereby resulting in Average Number of
Attempts greater than 1.
When the proposed suite of monitoring protocols is used, the values for Average Certificate Renewal Delay and Average
Number of Attempts are less as the monitoring protocol prevents an increase in these values by adjusting the threshold.
When the number of inactive nodes is large, the achieved reduction in Average Certificate Renewal Delay and Average
Number of Attempts using the proposed scheme is significant.

6.5 Time Delay for Change in Threshold

Figure 6 shows the time it takes for the entire network to update the threshold value. It is the total time during which
all the nodes in the network obtain new share value of private key of CA, corresponding to the new threshold. For
simulation, the number of nodes in the network was taken as 100, initial threshold value was fixed to 10, and RSA key
length was taken as 1024 bits. Time Delay for Change in Threshold has been shown by inactivating 30%, 40% and 50%
of nodes in the network.

6.5.1 Localized Change in Threshold

In Figure 6, we observe that the curve of “Time Delay for Change in Threshold” increases vertically in the beginning.
This corresponds to the Localized Change in Threshold during which nodes in the neighborhood of the leader node
update their share values. As the leader node uses broadcast message to notify the special nodes to update share values,
all special nodes update their shares at almost same time. This results in an increase in the number of initialized nodes at
the same time, resulting in the observed pattern of graph.

6.5.2 Network Wide Change in Threshold

The rest of the curve of “Time Delay for Change in Threshold” corresponds to the network wide change in the
threshold value. During this period, all the nodes in the network obtain new share values of private key of CA,
corresponding to the new threshold. This stage is similar to the distributed self initialization protocol [7], so the total
time required for the entire network to change the threshold value is less. In practical scenarios, the validity period of a
certificate is few minutes, so the Time Delay for Change in Threshold of a network is acceptable as the threshold gets
updated in less than the validity period of a certificate.

7. Conclusion & Future Work

In this paper we discussed the design of a distributed CA for MANETSs based on threshold cryptography. We found
that the delay experienced by nodes for certificate renewal increases when the number of nodes in the network is
reduced. We proposed a set of monitoring protocols which extends the design of a distributed CA by providing dynamic
behavior. The protocols enable the distributed CA to dynamically update the threshold value by monitoring the Average
Node Degree of the network and thereby prevent an increase in the certificate renewal delay. Using the proposed design,
we have achieved a significant reduction in certificate renewal delay and in the number of attempts required for
certificate renewal. Simulation results verify the effectiveness of our proposed scheme.

The proposed design of distributed CA with dynamic approach can be further extended for supporting networks with
frequent changes in number of nodes. Extending the design for considering adversary model for the network will also be
an interesting area for future research.
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